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DATA PROTECTION POLICY

DATA PROTECTION POLICY

This Policy This document outlines William Yule & Son Ltd (Yules) committed and approach to data
protection, for the purpose of ensuring best practice and ensuring the safety of our customers and
employees.

All activities are carried out in line with relevant UK and EU legislation. This includes, but is not
limited to the Data Protection Act 1998 (DPA), the EU Data Protection Directive 95/46/EC, and the
forthcoming EU General Data Protection Regulation (“GDPR”).

Data Protection Principals
The eight data protection principals are as follows:
1. Personal data shall be processed fairly and lawfully.

2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not
be further processed in any manner incompatible with that purpose or those purposes.

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes
for which they are processed.

4. Personal data shall be accurate and, where necessary, kept up to date. 5. Personal data processed
for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those
purposes.

6. Personal data shall be processed in accordance with the rights of data subjects under this Act.

7. Appropriate technical and organisational measures shall be taken against unauthorised or
unlawful processing of personal data and against accidental loss or destruction of, or damage to,
personal data.

8. Personal data shall not be transferred to a country or territory outside the European Economic
Area unless that country or territory ensures an adequate level of protection for the rights and
freedoms of data subjects in relation to the processing of personal data.

Our commitment We are committed to:
e Comply with both the law and good practice
® Respect individuals’ rights

¢ Be open and honest with individuals whose data is held

*Employee specific see document DPP-Sv1.1
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¢ Provide training and support for staff who handle personal data, so that they can act confidently
and consistently

¢ Notify the Information Commissioner voluntarily, even if this is not required

Staff Responsibilities

All staff are required to read, understand and accept any policies and procedures that relate to the
personal data they may handle in the course of their work*. Directors and Senior management
have a responsibility to review and develop data protection policies, implement procedures and
ensure notification and briefing to the board and the ICO.

Security

Set measures are in place to ensure that security is withheld at Yules. These include, but are not
limited to:

* The use of secure and encrypted services where personal data is involved

¢ Password protection for all equipment and hardware

Data recording and storage
Accuracy

Yules ensures that the personal data it holds is of sufficient quality to make decisions about
individuals. Data is not collected without a legitimate business reason and collects only the minimum
required to meet the purposes for which it is needed and which are specified in the privacy notice.
All personal data held is accurate and, where necessary, kept up-to-date.

Telephone Communication

Yules routinely records and monitors both incoming and outgoing calls for the purpose of training
and quality assurance. Customers can request any of these recordings and can also request their
deletion from our server. These are not held ay longer than the retention policy dictates.

Retention

Yules ensures that personal data is not kept for longer than is necessary. We carry out checks to
identify which records or data sets are held, and when they should be deleted or anonymised. Senior
management are accountable for checking this data regularly. Data is disposed of securely.

Subject access requests

All subjects have the right to request access to their data. It is the responsibility of senior
management to ensure that requests are handled within the statutory mandated timescale. Access
requests should be made in writing. All Yules staff are required to inform senior management of any
access request so that it can be responded to in a timely manner, without delay. The identity of the
subject will be verified before supplying data.

*Employee specific see document DPP-Sv1.1



DPP-Cv1 26/09/2019

Transparency

Personal data is not processed in any manner that is “incompatible” with it’s specified purpose. We
are committed to providing transparency as to how and why personal data is processed, and use the
following methods to explain our processes:

* Website
® Email
¢ Staff handbook

* Meetings with our customers

Direct Marketing

We require consent in advance of any direct marketing. We record the date and method of
providing such consent. It is the responsibility of senior management to ensure these lists are up to
date and that consent has been received from all individuals. We do not share contact details with
any external organisations and these details are used only to provide company news to our contacts.
Individuals can opt out of receiving e-newsletters or communication with us at any time.

Staff training & responsibilities

All staff* receive an initial induction in which they will be informed of their data protection
responsibilities. Staff who have access to personal data will receive specific training relating to this.
There will be ongoing opportunities to discuss the issue of data protection during team meetings.

*Employee specific see document DPP-Sv1.1



